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1 Personal 

Name : Robert Deng Huijie 

Nationality : Singapore 

Telephone : Office: +65 6828-0920; Mobile: +65 9752-3057 

E-mail : robertdeng@smu.edu.sg 

2 Education 

▪ 01/1984 – 12/1985: Illinois Institute of Technology, Chicago, USA, Ph.D 

▪ 01/1983 – 12/1983: Illinois Institute of Technology, Chicago, USA, M.Sc 

▪ 03/1978 – 12/1981: National University of Defence Technology, China, B.Eng, Outstanding 

Graduate 

3 Present and Past Appointments 

▪ 07/2018 – present, Deputy Dean for Faculty & Research, School of Computing & Information 

Systems, Singapore Management University 

▪ 04/2019 – 12/2023, Programme Director of National Satellite of Excellence in Mobile Systems 

Security and Cloud Security, Singapore National Research Foundation National Cybersecurity 

Research Programme 

▪ 09/2016 – 06/2018, Dean, Postgraduate Research Programme, Singapore Management 

University 

▪ 03/2017 – 03/2025, AXA Chair Professor of Cybersecurity, AXA Research Fund 

▪ 01/2015 – 12/2023, Director of Secure Mobile Centre, Singapore Management University 

▪ 07/2005 – 06/2014, Professor, Director of SIS Research Centre, Associate Dean for Faculty & 

Research, School of Information Systems, Singapore Management University 

▪ 07/2004 – 06/2015, Professor, Head of Information Security & Trust Cluster, School of 

Information Systems, Singapore Management University 

▪ 04/1997 – 07/2004: Principal Scientist and founding Head of Infocomm Security Department, 

A*Star Institute for Infocomm Research (previously called Kent Ridge Digital Labs and 

Laboratories for Information Technology) 

▪ 07/1994 – 03/1997: Senior Research Staff Member and Leader of Information Security Group, 

Institute of Systems Science, National University of Singapore 

▪ 07/1991 – 06/1994: Senior Lecturer, Department of Electrical and Computer Engineering, 

National University of Singapore 

▪ 07/1987 – 06/1991: Research Staff Member and Project Leader of Communications Group, 

Institute of Systems Science, National University of Singapore 

▪ 01/1986 – 06/1987: Postdoctoral Research Associate, University of Notre Dame, USA 

▪ 01/1984 – 12/1985: Research Assistant, Illinois Institute of Technology, Chicago, USA 

▪ 01/1982 – 12/1982: Teaching Assistant, Beijing University of Aeronautics & Astronautics, 

Beijing, China 
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4  Awards and Recognitions 

▪ Ranked among top 1% of scientists in the world by Stanford University since 2020 

▪ Outstanding Paper Award, the 21st IEEE International Conference on Trust, Security and Privacy 

in Computing and Communications (TrustCom 2022), 9-11 December 2022 

▪ Best Paper Award, the 5th IEEE Conference on Dependable and Secure Computing (IEEE DSC 

2022), Edinburgh, UK, 22-24 June 2022 

▪ Huawei Technology Cooperation Excellence Award, December 2020 

▪ Best Paper Award, the 26th IEEE International Conference on Parallel and Distributed Systems 

(ICPADS 2020), Hong Kong, 2 – 3 December 2020 

▪ Best Paper Award, the 25th European Symposium on Research in Computer Security (ESORICS) 

2020, Guildford, United Kingdom, 14 - 18 September 2020 

▪ The Public Administration Medal (Silver), Singapore National Day Awards 2020, 9 August 

2020 

▪ Fellow of the Academy of Engineering Singapore, June 2019 

▪ 2017 Best Journal Paper, IEEE Communications Society, Big Data Technical Committee, 2017 

▪ Huawei Distinguished Collaboration Project Award, August 2016 

▪ Fellow of the IEEE, January 2016 

▪ Distinguished Lecturer, the Croucher Foundation Advanced Study Institute, City University of 

Hong Kong, 2014 

▪ Distinguished Paper Award, the 19th Annual Network & Distributed System Security 

Symposium (NDSS2012), February 2012 

▪ Best Paper Award, the 13th Joint IFIP TC6 & TC11 Conference on Communications and 

Multimedia Security (CMS2012), September 2012 

▪ Asia-Pacific Information Security Leadership Achievements (ISLA) Community Service Star 

and Showcased Senior Information Security Professional, International Information Systems 

Security Certification ((ISC)2), USA, July 2010 

▪ ACM Recognition of Service Award, 2007 

▪ Lee Kuan Yew Fellow for Research Excellence, Singapore Management University, 2005 

▪ Role Model for the Category of Principal Research Staff Member, Laboratories for Information 

Technology, 2002 

▪ University Outstanding Researcher Award, National University of Singapore, November 1999 

▪ KRDL Excellence Award, Kent Ridge Digital Labs, March 1999 

▪ KRDL Achievement Award, Kent Ridge Digital Labs, June 1998 

▪ ISS Meritorious Award, Institute of Systems Science, National University of Singapore, October 

1990 

▪ US NASA Research Fellowship, 1986-1987 

▪ First Prize of the University Physics Contest, National University of Defence Technology, 

China, May 1980 

5 Services 

SMU Services 

▪ Member of University Research Evaluation Committee (UREC) (2022 – 2025) 

▪ Member of External Academic Review (EAR) Panel for the School of Law (SOL) (2019) 

▪ Member of SMU Named Award Committee (2018 – present) 

▪ Chair-elect (2010 – 2011), Chair (2012-2013), Past Chair (2014 – 2015) of SMU Grievance 

Commission  
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▪ Member of SMU China-India Strategy Task Force (2010) 

▪ Member of SMU’s Institutional Review Board (2006-2009) 

▪ Member of SMU Provost Academic Committee (2006 – 2013) 

 

Advisory Boards, Public and Professional Services 

▪ Chair of Trust Tech Technical Committee (T2TC), Digital Trust Centre (DTC), IMDA, 1 

October 2022 – 30 September 2027 

▪ Core Member of the National Cybersecurity R&D Technical Review Panel (TRP), 

Cybersecurity Agency (CSA) Singapore, Jan 2022 - March 2026 

▪ Member of the National Cybersecurity R&D (NCR) Programme Review - Sub-group 3 (2020) 

▪ ACM Transactions on Privacy & Security EiC Search Committee (2020-2021) 

▪ Evaluation Committee of the Trustworthy Software Systems National Satellite of Excellence 

(2019 – 2021) 

▪ Scientific Advisory Board, Advanced Digital Sciences Center, Illinois at Singapore Pte Ltd 

(2019 – 2023) 

▪ IEEE Reliability Society Fellow Committee (2019) 

▪ Member of External Advisory Committee, Cybersecurity Research Centre, University of 

Technology Sydney (2018 – 2020) 

▪ Member of Overseas Academic Advisory Committee, Cyber Security Research Institute, 

Zhejiang University (2018 - 2020) 

▪ Member of International Consultant Committee, State Key Laboratory of Information Security 

(SKLOIS), Institute of Information Engineering, Chinese Academy of Science (2018 – 2020). 

▪ External reviewer, Swiss National Science Foundation (SNSF) (2018) 

▪ Member, ACM SIGSAC Awards Committee (2016 - 2017) 

▪ Member, the IEEE CS Fellows Evaluation Committee (2016) 

▪ Member, Advisory Board to European Union IST Sixth Framework project SMEPP 

(http://www.smepp.org/) (2007-2010) 

▪ Member, Public Sector Funding Review Committee, Science and Engineering Research Council, 

Agency for Science, Technology and Research, Singapore (10/2007-09/2008) 

▪ External Reviewer for the Research Grants Council (RGC) of Hong Kong (2007-2009) 

▪ Board of Directors, ST Electronics (Info-Security) Pte Ltd (Company No: 199902746G) (2006-

2011) 

▪ Overseas referee for the evaluation of the 2006 State Natural Science Award of the People’s 

Republic of China (2006) 

▪ Judge, Tan Kah Kee Young Inventors Award, jointly organized by the Tan Kah Kee Foundations 

and the Agency for Science, Technology and Research, Singapore (2002, 2004, 2005) 

▪ Technical Advisor, Trek 2000 International Ltd, Singapore (2003-2004) 

▪ Member, National Science Scholarship Interview Panel, Agency for Science, Technology and 

Research, Singapore (2002-2004) 

▪ Mentor for National Science Scholars Pursuing Science and Engineering Degrees (2002-2004) 

▪ Member, Broadband Homes Working Group, Infocomm Development Agency, Singapore 

(2001-2003) 

▪ Member, Review Panel for the Public Sector R&D Projects Funding Scheme, Agency for 

Science, Technology and Research, Singapore (2002) 

http://www.smepp.org/
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▪ Member, Optical Network Focused Interest Group Steering Committee, Science and 

Engineering Research Council, Agency for Science, Technology and Research, Singapore 

(2002) 

▪ Member, University Research Panel, National Science and Technology Board, Singapore (2001) 

▪ Senior Visitor to the Institute of Mathematics Science Coding and Cryptography Program, 

National University of Singapore, Singapore (2001) 

▪ Consultant, Data and Network Security, OCBC Bank, Singapore (2000-2001) 

▪ Advisory Board, Internet Appliance Inc., Fremont, CA, USA (1999 – 2001) 

▪ Consultant, Network for Electronic Transfers Singapore Pte Ltd (1996-1998) 

▪ Associate and Management Committee Member of Magnetic Technology Center, National 

University of Singapore (1992-1996) 

▪ Consultant, Wearnes Peripheries, Singapore (1993) 

▪ Consultant, Seagate Technology, Singapore (1992) 

 
Editorial Boards 

▪ Editorial Board Member, Information Security and Cryptography Book Series, Springer (2020 - 

present)  

▪ Guest Editor, Special issue on Usable Security and Privacy for Large Model Systems, IET 

Information Security, 2023-present 

▪ Guest Editor, Special issue on Data Fusion for Trust Evaluation, Information Fusion, Vol. 76, 

December 2021. 

▪ Associate Editor, ACM Transactions on Privacy and Security (TOPS) (01/2020-01/2022) 

▪ Associate Editor, 3rd Edition of Encyclopedia of Cryptography, Security, and Privacy, Springer 

(2019-present) 

▪ Series Editor, SpringerBriefs in Information Security and Cryptography (2024-present) 

▪ Series Editor, SpringerBriefs in Cyber Security Systems and Networks (2017-2023) 

▪ Editorial Board, IEEE Security and Privacy Magazine, (01/2016-12/2020) 

▪ Guest Editor, Special Issue on 5G-Enabled Intelligent Application for Distributed Industrial 

Internet-of-Things System, IEEE Transactions on Industrial Informatics, Vol. 18, No. 4, April 

2022. 

▪ Guest Editor, Special Issue on Data Fusion for Trust Evaluation, Information Fusion, August 

2021. 

▪ Guest Editor, Special Issue on FinTech Security and Privacy, Future Generation Computer 

Systems, Vol. 112, November 2020. 

▪ Guest Editor, Special Issue on Security and Privacy of Blockchain Technologies, International 

Journal of Information Security, Vol. 19, No. 3, June 2020. 

▪ Guest Editor, Special Issue on Blockchain and Healthcare Computing, IEEE Journal of 

Biomedical and Health Informatics, Vol. 24, No. 8, August 2020. 

▪ Guest Editor, Special Issue on Cryptography and Data Security in Cloud Computing, Information 

Sciences, Elsevier, Vol. 387, May 2017. 

▪ Guest Editor, Special Issue on Trust Management for Multimedia Big Data, ACM Transactions 

on Multimedia Computing, Communications and Applications, Vol. 12, No. 4s, November 2016. 

▪ Guest Editor, Special Issue on Security and Privacy of Electronic Health Information Systems, 

International Journal of Information Security, Vol. 14, No. 6, November 2015. 

▪ Guest Editor, Special issue on Trust in Cyber, Physical and Social Computing, Computers & 

Security, Vol. 47, November 2014. 
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▪ Guest Editor, Special Issues on Trust in Cyber, Physical and Social Computing, Computer & 

Security, Vol. 47, November, 2014 

▪ Guest Editor, Special Issue on Cryptography in Cloud Computing, Future Generation Computer 

Systems, Vol. 30, January 2014. 

▪ Editorial Board Member, International Journal of Information Security, Springer, (2013-2021) 

▪ Editorial Board Member, Special Issue on Security and Privacy in Complex Systems, IEEE 

Systems Journal, Vol. 7, No. 3, September 2013. 

▪ Member of Search Committee for the 2014-2015 Editor-in-Chief of IEEE Transactions on 

Dependable and Secure Computing (2012-2013) 

▪ Associate Editor, IEEE Transactions on Dependable and Secure Computing (02/2012-02/2016) 

▪ Guest Editor, Special Issues on Trust and Identity Management in Mobile Internet, Computing 

and Communications, IET Information Security, Vol. 7, No. 1, March 2013. 

▪ Editorial Board, International Journal of Multimedia Intelligence and Security, Inderscience 

(2009 - 2017) 

▪ Guest Editor, Special Issue on Ubiquitous Electronic Commerce Systems, Journal of Electronic 

Commerce Research, Vol. 11, No. 1, January 2011, Springer 

▪ Associate Editor, IEEE Transactions on Information Forensics and Security (03/2009 – 03/2012) 

▪ Associate Editor, Security and Communication Networks Journal, John Wiley and Sons 

(01/2007-12/2013) 

▪ Editorial Board,  Journal of Computer Science and Technology (JCST), Institute of Computing 

Technology, Science Press, China and Springer Science + Business Media (2006 - 2018) 

▪ Associate Editor, International Journal of Internet Technology and Secured Transactions 

(IJITST), InderScience Publishers (2005 -2016) 

 

Conference Committees 

▪ ACNS - International Conference on Applied Cryptography and Network Security 

− PC Co-chair: 5-7 June 2019, Bogota, Colombia 

− PC Member: 16-19 October 2003, Kunming, China 

− PC Member , 6-9 June 2006, Singapore 

− PC Member, 22-25 June 2010, Beijing, China 

− PC Member, 7-10 June 2011, Nerja, Spain 

− PC Member, 26-29 June 2012, Singapore 

▪ ACSAC - Annual Computer Security Applications Conference  

− PC Member, 8-12 December 2008, Anaheim, California, USA 

− PC Member, 7-11 December, 2009, Honolulu, Hawaii, USA 

▪ AsiaCCS - ACM Asia Conference on Computer and Communications Security 

− Chair of Steering Committee (06/2013-05/2017) 

− Co-chair of Steering Committee (06/2012 – 05/2013) 

− Member of Steering Committee (06/2006 – 05/2012, 06/2017 - present) 

− PC Member, 21 – 24 March 2006, Taipei, Taiwan 

− PC Co-chair, 20-22 March 2007, Singapore 

− PC Member, 18 -20 March 2008, Tokyo, Japan 

− PC Member, 10-12 March 2009, Sydney, Australia 

− PC Member,  13-16 April 2010, Beijing, China 

− PC Member, 22-24 March 2011, Hong Kong, China 

− PC Member, 1-3 May 2012, Seoul, Korea 

− PC Member, 8-10 May 2013, Hangzhou, China 
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▪ AsiaCrypt  

− PC Member, 30 November – 4 December 2003, Taipei, Taiwan 

▪ CANS - International Conference on Cryptology and Network Security 

− PC Co-chair, 25-27 October 2019, Fuzhou, China 

− PC Member, 8-10 December 2007, Singapore 

− PC Member, 2-4 December 2008, Hong Kong 

▪ CCS - ACM Conference on Computer and Communications Security 

− PC Member, 1-4 November 1999, Singapore 

− PC Member,  29 October – 2 November 2007, Alexandria, Virginia, USA 

− PC Member, 27-31 October 2008, Alexandria, Virginia, USA 

− PC Member, 16-18 October 2012, Raleigh, NC, USA 

▪ CSS - International Symposium on Cyberspace Safety and Security  

− PC Member, 13-14 November 2013,  Zhangjiajie, China 

− PC co-chair, 20-22 August 2014, Paris, France  

▪ DSC - IEEE Conference on Dependable and Secure Computing  

− PC co-chair, 30 Jan – 2 Feb 2021, Aizuwakamatsu, Japan 

− Steering Committee Member (2017-2022) 

▪ DSI -  National Decision Sciences Institute Annual Meeting,  

− Co-Chair, Information Security Track, 17-20 November 2007, Phoenix, Arizona, USA 

▪ ESORICS - European Symposium on Research in Computer Security  

− PC Member, 18-20 September 2006, Hamburg, Germany 

− PC Member, 24-26 September 2007, Dresden, Germany 

▪ ICICS - International Conference on Information and Communications Security 
− Steering Committee 2019 - present 

− PC Member, 11-14 November 1997, Beijing, China 

− PC Member, 9-11 November 1999. Sydney, Australia 

− PC Co-Chair, 9-12 December 2002, Singapore 

− PC Member, 10-13 October 2003, Huhehote, China 

− PC Member, 27-29 October 2004, Malaga, Spain 

− PC Member, 10-13 December 2005, Beijing, China 

− PC Member, 12-15 December 2007, Zhengzhou, China 

− PC Member, 20-22 October 2008, Birmingham, UK 

▪ IEEE Blockchain - IEEE International Conference on Blockchain 

▪ General co-chair, 6-8 December 2021, Melbourne, Australia  

▪ Inscrypt  - International Conference on Information Security and Cryptology  

− PC Member, 31August – 5 September 2007, Xining, Qinghai, China 

− PC Member, 12-15 December 2009, Beijing, China 

− PC Member,  20-23 October 2010, Shanghai, China 

▪ Intrust  - International Conference on Trusted Systems 

− Member of Steering Committee (2009-2020) 

− General Co-Chair , 17th – 19th December 2009, Beijing, China 

− General Co-Chair, 13 – 15  December 2010, Beijing, China 

− General Co-Chair, 27-29 November 2011, Beijing, China 

▪ ISC - Information Security Conference 

− PC chair, 16 – 20 December 2020, Bali, Indonesia 

− General Co-chair, 20-23 September 2005, Singapore 

− PC Member, 15-18 September 2008, Taipei, Taiwan 
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− PC Member, 9-11 September 2015, Trondheim, Norway 

▪ ISPEC - Information Security Practice and Experience Conference 

− Member of Steering Committee (2005-present) 

− General Chair, 11-14 April, 2005, Singapore 

− PC Co-chair, 11 – 14 April 2006, Hangzhou, China 

− PC Member, 7-10 May, Hong Kong, China 

− General Co-chair, 13-15 April 2009, Xi’an, China 

− PC Co-chair, 12-13 May 2010, Seoul, Korea 

− PC Co-chair, 16-18 November, Zhangjiajie, China 

− General Co-chair, 14-16 May 2011, Guangzhou, China 

− General Co-Chair, 9-12 April 2012, Hangzhou, China 

− PC Co-chair, 12-14 May 2013, Lanzhou, China 

− General Co-chair, 12-14 May 2014, Fuzhou, China 

− General Co-chair, 5-8 May, 2015, Beijing, China 

− PC Co-chair, 16-18 November 2016, Zhangjiajie, China 

− General Co-chair, 13-15 December 2017, Melbourne, Australia 

− Honorary Chair, 23-25 December 2022, Taipei, Taiwan 

− General Chair, 24-25 August 2023, DTU Modecenter, Denmark 

▪ MINES – International Conference on Multimedia Information Networking and Security 

− TPC Co-chair, 18-20 November 2009, Wuhan, China 

− TPC Co-chair, 4-6 November 2010, Nanjing, China 

− TPC Co-chair, 4-6 November 2011, Shanghai, China 

− TPC Co-chair, 2-4 November 2012, Nanjing, China 

▪ NSS - International Conference on Network and System Security 

− Steering committee member (2012 – present) 

− PC Member, 20 September 2007, Dalian, China 

− PC Member, 18-19 September 2008, Shanghai, China 

− PC Member, 19-20 October 2009, Gold Coast, Australia 

− PC Member, 21-23 November 2012, Fujian, China 

▪ PKC - International Public Key Cryptosystems Workshop 

− General Chair and PC Member, 1-4 March 2004, Singapore 

▪ SACMAT - ACM Symposium on Access Control Models and Technologies 

− Steering Committee Member, July 2017 – June 2023 

▪ SecureComm - International Conference on Security and Privacy in Communication Networks 

− General Chair, 28-30 October 2024, Dubai, UAE 

− General Co-Chair, 10-12 September 2016, Guangzhou, China 

− TPC Member, 5-9 September 2005, Athens, Greece 

− TPC Member, 28 August – 1 September 2006, Baltimore, USA 

▪ S&P - IEEE Symposium on Security and Privacy 

− PC Member, 9-12 May 1999, Oakland, California, USA 

− PC Member, 14-17 May 2000, Oakland, California, USA 

▪ SpaCCS- International Conference on Security, Privacy and Anonymity in Computation, 

Communication and Storage 

− Steering Committee Member (11/2015-present) 

− General Co-Chair, December 12-15, 2017, Guangzhou, China 

▪ WiSec – ACM Conference on Wireless Network Security  

− PC Member, 14-17 June 2011, Hamburg, Germany 
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− PC Member, 16-18 April 2012, Tucson, Arizon, USA 

6 Publications 
Books and Chapters in Books 

1. Robert Deng, Feng Bao, Guilin Wang, Jian Shen, Mark Ryan, Weizhi Meng, Ding Wang 

(Eds), Information Security and Practice, Lecture Notes in Computer Science, LNCS 13107, 

394 pages, Springer, 2021. 

2. Willy Susilo, Robert H. Deng, Fuchun Guo, Yannan Li, Rolly Intan (Eds), Information 

Security, Lecture Notes on Computer Science, LNCS 12472, 426 pages, Springer, 2020. 

3. Yi Mu, Robert H. Deng, and Xinyi Huang (Eds), Cryptology and Network Security, Lecture 

Notes on Computer Science, LNCS 11829, 540 pages, Springer, 2019 

4. Robert H. Deng, Valerie Gauthier-Umana, Martin Ochoa, and Moti Yung (Eds), Applied 

Cryptography and Network Security, Lecture Notes on Computer Science, LNCS 11464, 614 

pages, Springer, 2019. 

5. David Lee and Robert Deng (Eds), Handbook of Blockchain, Digital Finance, and Inclusion, 

Volume 1 - Cryptocurrency, FinTech, InsurTech, and Regulation, 482 pages, ISBN: 

9780128104415, Elsevier, August 2017. 

6. David Lee and Robert Deng (Eds), Handbook of Blockchain, Digital Finance, and Inclusion, 

Volume 2 - ChinaTech, Mobile Security, and Distributed Ledger, 554 pages, ISBN: 

9780128122822, Elsevier, August 2017. 

7. Robert Deng, Jian Weng, Kui Ren, and Vinod Yegneswaran (Eds), Security and Privacy in 

Communication Networks, Lecture Notes of the Institute for Computer Sciences, Social 

Informatics and Telecommunications Engineering 198, 781 pages, Springer, 2017. 

8. Feng Bao, Liqun Chen, Robert H. Deng and Guojun Wang (Eds), Information Security 

Practice and Experience, Lecture Notes in Computer Science 10060, 377 pages, Springer 

2016. 

9. Yingjiu Li, Qiang Yan, and Robert H. Deng, Leakage Resilient Password Systems, 74 pages, 

Springer, January 2015. 

10. Robert H. Deng, Elaine Shi and Kui Ren (Eds), Proceedings of the Second International 

Workshop on Security in Cloud Computing, SCC@ASIACCS2014, Kyoto, Japan, June 3, 

2014. ACM 2014, 68 pages, ISBN 978-1-4503-2805-0. 

11. Yingjiu Li, Robert H. Deng and Elisa Bertino, RFID Security and Privacy, Synthesis Lectures 

on Information Security, Privacy, and Trust, Morgan & Claypool Publishers, 157 pages, 

December 2013. 

12. Qiang Yan, Yingjiu Li, and Robert H. Deng, “Malware protection on RFID-enabled supply 

chain management systems in the EPCglobal network”, Ali Miri (Ed), Advanced Security and 

Privacy for RFID Technologies, pp. 153-175, IGI Global 2013. 

13. Robert H. Deng and Tao Feng (Eds), Information Security Practice and Experience, Lecture 

Notes in Computer Science 7863, 386 pages, Springer 2013. 

14. Sherman S. M. Chow, Cheng-Kang Chu, Xinyi Huang, Jianying Zhou and Robert H. Deng, 

“Dynamic secure cloud storage with provenance”, David Naccache (Ed), Cryptography and 

Security: From Theory to Applications, pp. 442-464, Springer LNCS 6805, 2012. 

15. Jin Kwak, Robert H. Deng, Yoojae Won, and Ghilin Wang (Eds), Information Security 

Practice and Experience, Lecture Notes in Computer Science 6047, 399 pages, Springer 2010. 

16. Xuhua Ding, Liang Gu, Robert H. Deng, Bing Xie, Hong Mei, “Remote platform attestation 

– the testimony for trust manageement”, Zheng Yan (Eds), Trust Modelling and Management 
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in Digital Environments: From Social Concept to System Development, pp. 1-19, IGI Global, 

2010. 

17. Robert H. Deng and Pierangela Samarati (Eds), Proceedings of the ACM Symposium on 

Information, Computer and Communications Security, 401 pages, ACM Press 2007. 

18. Kefei Chen, Robert H. Deng, Xuejia Lai and Jianying Zhou (Eds), Information Security 

Practice and Experience, Lecture Notes in Computer Science 3906, 389 pages, Springer 2006. 

19. Jianying Zhou, Javier Lopez, Robert H. Deng and Feng Bao, (Eds), Information Security, 

Lecture Notes in Computer Science 3650, 516 pages, Springer 2005. 

20. Robert. H. Deng, Feng Bao, HweeHwa Pang and Jianying Zhou (Eds), Information Security 

Practice and Experience, Lecture Notes in Computer Science 3439, 417 pages, Springer 2005. 

21. Robert H. Deng, Yongdong Wu and Di Ma, “Securing JPEG2000 code-streams”, D. T. Lee, 

S. Shieh and D. J. Tygar (Eds.), pp. 229-253, Computer Security in the 21st Century, 268 pages, 

Springer 2005. 

22. Feng Bao, Robert H. Deng and Jianying Zhou (Eds.), Public Key Cryptography, 454 pages, 

Lecture Notes in Computer Science 2947, Springer 2004. 

23. Robert H. Deng, Sihang Qing, Feng Bao and Jianying Zhou (Eds.), Information and 

Communications Security, 496 pages, Lecture Notes in Computer Science 2513, Springer, 

2002 

24. Mark A. Herro, Robert H. Deng, and Yuanxin Li,"Charge constrained convolutional codes," 

R. E. Blahu, D. J. Costello, Jr., U. Maurer, and T. Mittelholzer (Eds.), Communications and 

Cryptography: Two Sides of One Trapestry, Kluwer Academic Publishers, Boston, pp. 173-

177, 1994. 

 

Referred Journal Publications 

1. Feng Li, Jianfeng Ma, Yinbin Miao, Ximeng Liu, Jianting Ning, Robert H. Deng, “A survey 

on searchable symmetric encryption”, ACM Computing Survey, 56(5), pp. 119:1 – 119:42, 

May 2024. 

2. Yunbo Yang, Yiwei Hu, Xiaolei Dong, Jiachen Shen, Zhenfu Cao, Guomin Yang, Robert H. 

Deng, “OpenSE: efficient verifiable searchable encryption with access and search pattern 

hidden for cloud-IoT”, IEEE Internet Things Journal, 11(8), pp. 13793-13809, April 2024. 

3. Shuqin Liu, Yinbin Miao, Feng Li, Xinghua Li, Kim-Kwang Raymond Choo, Robert H. Deng, 

“Practical revocable keyword search over mobile cloud-assisted Internet of Things”, IEEE 

Internet Things J. 11(16), pp. 27494-27508, August 2024. 

4. Yiwei Zhang, Siqi Ma, Tiancheng Chen, Juanru Li, Robert H. Deng, Elisa Bertino, 

“EvilScreen attack: smart TV hijacking via multi-channel remote control mimicry”, IEEE 

Trans. Dependable Secur. Comput. 21(4), pp. 1544-1556, July-August 2024. 

5. Yang Yang, Wenyi Xue, Yonghua Zhan, Minming Huang, Yingjiu Li, Robert H. Deng, 

“AnoPay: anonymous payment for vehicle parking with updatable credential”, IEEE Trans. 

Dependable Secur. Comput. 21(4), pp. 1621-1638, July-August 2024. 

6. Guowen Xu, Xingshuo Han, Tianwei Zhang, Shengmin Xu, Jianting Ning, Xinyi Huang, 

Hongwei Li, Robert H. Deng, “SIMC 2.0: improved secure ML inference against malicious 

clients”, IEEE Trans. Dependable Secur. Comput. 21(4), pp. 1708-1723, July-August 2024. 

7. Yinbin Miao, Feng Li, Xinghua Li, Jianting Ning, Hongwei Li, Kim-Kwang Raymond Choo, 

Robert H. Deng, “Verifiable outsourced attribute-based encryption scheme for cloud-assisted 

mobile e-health system”, IEEE Trans. Dependable Secur. Comput. 21(4), pp. 1845-1862, July-
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August 2024. 

8. Yinbin Miao, Ziteng Liu, Xinghua Li, Meng Li, Hongwei Li, Kim-Kwang Raymond Choo, 

Robert H. Deng, “Robust asynchronous federated learning with time-weighted and stale model 

aggregation”, IEEE Trans. Dependable Secur. Comput. 21(4), pp. 2361-2375, July-August 

2024. 

9. Rui Shi, Yang Yang, Yingjiu Li, Huamin Feng, Guozhen Shi, HweeHwa Pang, Robert H. 

Deng, “Double issuer-hiding attribute-based credentials from tag-based aggregatable 

mercurial signatures”, IEEE Trans. Dependable Secur. Comput. 21(4), pp. 2585-2602, July-

August 2024. 

10. Man Zhang, Xinghua Li, Yanbing Ren, Bin Luo, Yinbin Miao, Ximeng Liu, Robert H. Deng, 

“Privacy-preserved data trading via verifiable data disturbance”, IEEE Trans. Dependable 

Secur. Comput. 21(4), pp. 3126-3140, July – August 2024. 

11. Yinbin Miao, Feng Li, Xiaohua Jia, Huaxiong Wang, Ximeng Liu, Kim-Kwang Raymond 

Choo, Robert H. Deng, “REKS: role-based encrypted keyword search with enhanced access 

control for outsourced cloud data”, IEEE Trans. Dependable Secur. Comput. 21(4), pp. 3247-

3261, July – August 2024. 

12. Yinbin Miao, Rongpeng Xie, Xinghua Li, Zhiquan Liu, Kim-Kwang Raymond Choo, Robert 

H. Deng, “Efficient and secure federated learning against backdoor attacks”, IEEE Trans. 

Dependable Secur. Comput. 21(5): 4619-4636, Sept-Oct, 2024. 

13. Ju Jia, Siqi Ma, Yang Liu, Lina Wang, Robert H. Deng, “A causality-aligned structure 

rationalization scheme against adversarial biased perturbations for graph neural networks”, 

IEEE Trans. Inf. Forensics Secur. 19, pp. 59-73, 2024. 

14. Zekai Chen, Shengxing Yu, Mingyuan Fan, Ximeng Liu, Robert H. Deng, “Privacy-enhancing 

and robust backdoor defense for federated learning on heterogeneous data”, IEEE Trans. Inf. 

Forensics Secur. 19, pp. 693-707, 2024. 

15. Xiaoguo Li, Zixi Huang, Bowen Zhao, Guomin Yang, Tao Xiang, Robert H. Deng, “STDA: 

secure time series data analytics with practical efficiency in wide-area network”, IEEE Trans. 

Inf. Forensics Secur. 19, pp. 1440-1454, 2024. 

16. Jianchang Lai, Willy Susilo, Robert H. Deng, Fuchun Guo, “SDSS: sequential data sharing 

system in IoT”, IEEE Trans. Inf. Forensics Secur. 19, pp. 2288-2299, 2024. 

17. Qiuyun Tong, Xinghua Li, Yinbin Miao, Yunwei Wang, Ximeng Liu, Robert H. Deng, 

“Beyond result verification: rfficient privacy-preserving spatial keyword query with 

suppressed leakage”, IEEE Trans. Inf. Forensics Secur. 19, pp. 2746-2760, 2024. 

18. Man Zhang, Xinghua Li, Yinbin Miao, Bin Luo, Wanyun Xu, Yanbing Ren, Robert H. Deng, 

“Privacy-preserved data disturbance and truthfulness verification for data trading”, IEEE 

Trans. Inf. Forensics Secur. 19, pp. 5545-5560, 2024. 
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143. H. Wu, F. Bao, R. H. Deng and Z. Ye, "Improved truncated differential attack on SAFER", 

Advances in Cryptology (Asiacrypt 1998), Lecture Notes in Computer Science 1514, 

Springer-Verlag, pp. 133-147, October 1998, Beijing, China. 

144. F. Bao, R. Deng, and W. Mao, "Efficient and practical fair exchange protocols", 1998 IEEE 

Symposium on Security and Privacy (S&P 1998), pp. 77-85, May 1998, Oakland, CA.  

145. F. Bao and R. Deng, "A signcrytion scheme with signature verification not using recipient’s 

private key", Proceedings of the International Workshop on Practice and Theory in Public 

Key Cryptography (PKC 1998), Springer-Verlag, Lecture Notes in Computer Science 1431, 

pp. 55-59, January 1998, Yokohama, Japan. 

146. F. Bao, R. H. Deng, Y. Han, and A. Jeng, "Design and analysis of two basic protocols for use 

in TTP-based key escrow schemes," Proceedings of 1997 the Australasian Conference on 

Information Security and Privacy (ACISP 1997), Lecture Notes in Computer Science 1270, 

Springer-Verlag, pp. 261-270, 7th-9th July 1997, Sydney, Australia.  

147. R. H. Deng, Y. Han, A. B. Jeng, and T.-H. Ngair, "A new on-line cash check scheme", 

Proceedings of the 4th ACM Conference on Computer and Communications Security (CCS 

1997) pp. 111-116, Zurich, Switzerland, April 1997. 

148. F. Bao, R. H. Deng, Y. Han, A. Jeng, D. Narasimhalu, and T. Ngair, "Breaking public key 

cryptosystems on tamper resistant devices in the presence of transient faults", In B. 

Christianson, B. Crispo, M. Lomas, and M. Roe Editors, Security Protocols, Lecture Notes 

in Computer Science 1361,  pp. 115-124,  1997. 

149. R. H. Deng, L. Gong, A. A. Lazar, W. Wang, "Authenticated key distribution and secure 

broadcast using no conventional encryption: a unified approach based on block codes," 

Proceedings of IEEE Globecom 1995, pp. 1193-1197, November 1995, Singapore. 

150. R. H. Deng, L. Gong, A. A. Lazar, "Securing data transfer in asynchronous transfer mode 

networks," Proceedings of IEEE Globecom 1995, pp. 1198-1202, November 1995, 

Singapore.  

151. R. H. Deng, S. K. Bhonsle, W. Wang, and A. A. Lazar, "Integrating security in CORBA based 

object architectures," Proceedings of the 1995 IEEE Symposium on Security and Privacy 

(S&P 1995) pp. 50-61,  May 1995, Oakland, CA. 

152. R. H. Deng, W. C. L. Chiew, and K. T. Huang, "Analysis of token-ring networks with both 

finite and infinite buffer capacity stations," Proceedings of IEEE INFOCOM 1991, April 

1991, pp. 202-210, Miami, Florida. 

153. R. H. Deng, X. Y. Zhang and K. T. Huang, "Token-passing systems with batch arrivals and 

their application to multimedia file transfer over token-ring LANs," Proceedings of IEEE 

INFOCOM 1991, pp. 1041-1049, April 1991, Miami, Florida. 

154. S. Pietrobon, D. J. Costello, Jr., G. Ungerboeck, R. H. Deng, and A. LaFanechere,"Channel 

coding with muti-dimensional trellis coded phase modulation," Presented at 1988 

International Symposium on Information Theory (ISIT 1988), June 1988, Kobe, Japan. 

155. D. J. Costello, Jr. and R. H. Deng, "Multi-dimensional unit-memory and partial-unit-memory 

trellis coded modulation," Presented at the 1987 Conference on Information Sciences and 

Systems, March 1987, Baltimore, MD. 
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156. M. A. Herro and R. H. Deng, "Error-correcting DC-free binary transmission codes for fiber 

optic digital communications," Proceedings of the 1987 Conference on Information Sciences 

and Systems, pp. 559-564, March 1987, Baltimore, MD. 

157. M. A. Herro, L. Z. Hu, D. J. Costello, Jr., and R. H. Deng, "Performance of convolutional 

codes on noisy channels," Presented at the 1986 IEEE International Symposium on 

Information Theory (ISIT 1986), August 1986, Ann Arbor, MI. 

158. D. J. Costello, Jr. and R. H. Deng, "Concatenated coding systems employing bandwidth 

efficient inner codes," Presented at the 1986 IEEE International Symposium on Information 

Theory (ISIT 1986), August 1986, Ann Arbor, MI. 

159. R. H. Deng and D. J. Costello, Jr., "Performance of a concatenated coding system," 

Proceedings of the Twenty-Second Annual Allerton Conference on Communication, Control, 

and Computing, pp. 535-544, October 1984, Allerton, IL. 

 

Book Reviews, Editorials and Electronic Publications 

1. Elisa Bertino, Robert H. Deng, Xinyi Huang, Jianying Zhou, “Editorial: Security and privacy 

of electronic health information systems”, International Journal of Information Security, Vol. 

14, No. 6, pp. 485-486, November 2015. 

2. Zheng Yan, Guojun Wang, Valtteri Niemi, Robert H. Deng, “Editorial: Special issue on trust 

in cyber, physical and social computing”, Computers & Security, pp. 1-2, November 2014. 

3. Robert H. Deng, Zheng Yan, Audun Josang, Guojun Wang, “Editorial: Special issue on trust 

and identity management in mobile and Internet computing and communications”, IET 

Information Security, Vol. 7, No. 1, pp. 1-2, March 2013. 

4. Robert H. Deng, Jari Veijalainen, Shiguo Lian and Dimitris Kanellopoulos, “Editorial: special 

issue on ubiquitous electronic commerce systems”, Journal of Electronic Commerce 

Research, Vol. 11, No. 1, pp. 1-4, January 2011. 

5. F. Bao, R. H. Deng, Y. Han, A. Jeng, D. Narasimhalu, and T. Ngair, "New attacks to public 

key cryptosystems on tamperproof devices", IEEE Electronic Cipher News Letters, 29th Sept. 

1996, http://www.itd.nrl.navy.mil/ITD/5540/ieee/cipher/news-items/.  

6. F.  Bao, R. H. Deng, Y. Han, A. Jeng, D. Narasimhalu, and T. Ngair, "A method to counter 

another new attack to RSA on tamperproof devices", IEEE Cipher News Letters, 24th Sept. 

1996,http://www.itd.nrl.navy.mil/ITD/5540/ieee/cipher/news-

items961024.sgtampercounter.html  

7. F. Bao, R. H. Deng, Y. Han, A. Jeng, D. Narasimhalu, and T. Ngair, "Another new attack to 

RSA on tamperproof devices", 23rd Sept. 1996, IEEE Electronic Cipher News 

Letters,http://www.itd.nrl.navy.mil/ITD/5540/ieee/cipher/newsitems/961022.sgtamper.html. 

8. R. H. Deng, (invited book review) “Web security sourcebook: a complete guide to web 

security threats and solutions” Journal of Computer Communications, p. 591, Vol. 22, No. 6, 

April 1999.  

9. R. H. Deng (invited book review), "Invaluable state-of-the-art reference," for Journal of 

Computer Communications, Vol. 18, No. 1, pp. 58-59, January 1995. 

10. R. H. Deng (invited book review), "Bring network security out of the closet," Journal of 

Computer Communications, Vol. 18, No. 1, pp. 55-56, January 1995. 

11. R. H. Deng (invited book review), "Comprehensive token ring coverage," Journal of 

Computer Communications, Vol. 17, No. 1, pp. 75-76, January 1994. 
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Contributions to International Standards 

1. Y. Wu, R. H. Deng, D. Ma, C. Peng, and Y. Yang, "Authentication of JPEG 2000 code-streams 

and files", incorporated in ISO/IEC JPSEC 15444-8, April 2007.  

2. Y. Wu, R. H. Deng, "A Method for JPEG 2000 Access Structure",  incorporated in ISO/IEC 

JPSEC 15444-8, April 2007.  

 

Patents Granted 

1. Robert H. Deng, Yinghui Zhang, “Cloud data sharing systems and methods for sharing data 

using the systems”, Singapore patent 10202007162Q, filed on 27 July 2020. 

2. Ximing Liu, Robert H. Deng, Yingjiu Li, “Systems and methods for two-factor 

authentication”, Singapore patent 10201801032U, 6 July 2021. 

3. Hui Cui, R. H. Deng, Y. Li, G. Wang, and T. H. Yuen, “Data processing method and 

apparatus”, US patent 10868670, 25 December 2020. 

4. Yang Yang, Haiguang Wang, Xin Kang, Robert H. Deng, “Zero-touch IoT device deployment 

based on distributed ABE”, China patent CN202011010134.3, 23 September 2020. 

5. Hui Cui, Robert H. Deng, Yingjiu Li, Guilin Wang, and Tsz Hon Yuen, “Data processing 

method and apparatus”, US patent US20190173668A1, 6 June 2019. 

6. Ke Xu, Yingjiu Li, Robert H. Deng, “System and method for determining a security 

classification of an unknown application”, US patent US20180096142, 5 April 2018. 

7. Robert H. Deng and Yingjiu Li, “Data security system and method for operation thereof”, 

Singapore patent 10201508390P, 9th October 2015; PCT WO2017061950 A1, 13 April 2017. 

8. Ke Xu, Yingjiu Li and Robert H. Deng, “System and method for determining a security 

classification of an unknown application”. Singapore patent 10201504543V, 

PCT/SG2016/050145, 15 December 2016. 

9. Hui Cui, Zhiguo Wan, Robert H. Deng, and Guilin Wang, “Expressive searchable encryption”, 

Singapore patent SG10201608619P, 14 October 2016. 

10. Hui Cui, Robert H. Deng, Yingjiu Li, Guilin Wang, and Yuen Tsz Hon, “Data processing 

method and device”, China patent CN201610640301.X, 5 August 2016; SG-0050328, 30 June 

2017 and WO-0026323, 8 February 2018. 

11. Zhou Wei and Robert H. Deng, “Method and system for correcting eye gaze direction in an 

image”, Singapore Patent 10201503664P, 11th May 2015. 

12. Zhuo Wei, Robert H. Deng and Chengfang Fang, “Method and system for accident 

avoidance”, Singapore Patent 10201406053Q, 25th September 2014; PCT/SG2015/050329, 31 

March 2016. 

13. Y. Wu and R. H. Deng, “Method for incremental authentication of documents”, US 7,315,866, 

1st January 2008. 

14. F. Bao, J. Zhou and R. H. Deng, “Method of generating an authentication”, SG 110390, 28th 

February 2007. US 7,233,782, 19 June 2007. 

15. R. H. Deng, F. Bao, T. Li, A. Lakshminarayanan, a “Method for cryptographically processing 

a message, method for generating a cryptographically processed message, method for 

performing a cryptographic operation on a message, computer system, client computer, server 

computer and computer program elements”,  SG120791; US patent US20060285683 A1, 1 

Oct 2004. 
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16. D. Ye, F. Bao, R. H. Deng and H. Wu, “Method and apparatus for constructing efficient elliptic 

curve cryptosystems”, SG 99167, 27th January 2006; US Patent 20040158597 A1. 

17. Y. Wu, R. H. Deng, F. Bao, “Remote authentication based on exchanging signals representing 

biometrics information”, SG 95612, 30th November 2004; US 6910129, 21st June 2005. 

18. J. Wu, Q. Sun and R. H. Deng, “Legitimacy protection of electronic document and a printed 

copy thereof”, GB 2365184, 16th June 2004. 

19. R. H. Deng, P. Feng and F. Bao, “Private retrieval of digital objects”, SG 103257, 29th April 

2004; US 7,231,047, 12th June 2007. 

20. P. Feng, F. Bao and R. H. Deng, “Method and apparatus for providing XML document 

encryption”, US 2004/0078577A1, 22nd April 2004; Singapore Patent No. 97038, 31st October 

2005. 

21. J. Zhou, F. Bao and R. H. Deng, “A public key cryptography and a framework therefore”, 

Singapore 110701, 30th April 2007. 

22. R. H. Deng and Y. Wu, “Method and apparatus for digital content copy protection”, SG 97852, 

US 6711553, 23rd March 2004. 

23. F. Bao, R. H. Deng, and H. Wu, “A method of sale auditing in private transaction of e-goods”, 

PCT WO 03/044619 A2, 30th May 2003; SG 104005, 31st May 2006 

24. Q. Sun, J. Wu and R. H. Deng, “Method and apparatus for embedding digital information in 

digital multimedia data”, US 6,678,389, 13 Jan 2004; SG 81505, 30th July 2004; GB 

2,366,112, 28th May 2003. 

25. Q. Sun, J. Wu, R. H. Deng, “Method and apparatus for protecting the legitimacy of an article”, 

GB 2,364,513, 9th April 2003; US 6,748,533, 8th June 2004, SG81478, 28th November 2003. 

26. J. Hu, F. Bao, R. H. Deng, “A method of data storage and apparatus therefor”, GB 

2,349,964, 24th July 2002; SG 73941, 30th Sept 2002. 

27. F. Bao and R. H. Deng, "A method of exchanging digital data", SG 75691, 20th Sept 2002; 

European patent 1082836, 23 November 2005; US 7,171,559, 30th January 2007. 

28. B. Feng, R. H. Deng, “Method and apparatus for encrypting and decrypting data”, SG 

82916, 23rd May 2002; US 7,110,539, 19th September 2006. 

29. R. H. Deng and T. Ngair, "Microprocessor card payment system", SG 67957, 19th April 2002. 

30. R. H. Deng and Y. Wu, “Method and apparatus for digital content copy protection”, US 

6,711,553, 23rd March 2004, SG97852, 29th October 2004. 

31. N. A. Desai, R. H. Deng, and W. Wang, "Computationally efficient method for trusted and 

dynamic digital objects dissemination", SG 67354, 18th July 2000; US 6058383, 2nd May 2000. 

32. R. H. Deng, Y. X. Li, and E. H. Koh, "Correcting up to two disc drive read errors and detecting 

the occurrence of more than two read errors ", US 5627843, 6th May 1997. 

7   Notable Research Grants and Projects  

1. Towards zero-trust collaborative computing ecosystem (Jan 2024 – Dec 2026): co-Principal 

Investigator. Project funding of $5,199870.00 from Singapore Cybersecurity Agency; 

Principal Investigator of subproject 3 at $1,23,7000.00. 

2. Trusted decentralized identities (May 2024 – April 2027): co-Principal Investigator. Project 

funding of $1,613,872.00 from Digital Trust Centre. 

3. Attribute-based authentication and authorization technologies (July 2021- July 2023):  

Principal Investigator. Project funding of S$608,000.00 from Huawei International Pte Ltd.  
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4. sBox – secure enterprise cloud data storage system (Sept 2020 – Mar 2022): Principal 

Investogator. Project funding of $250,000.00 from SMART Innovation Centre.  

5. Zero touch identity management for IoT devices (August 2019- July 2020):  Principal 

Investigator. Project funding of S$274,300.00 from Huawei International Pte Ltd.  

6. National Satellite of Excellence in Mobile Systems Security and Cloud Security (April 2019 

– March 2024): Programme Director. Project funding of S$7,564,320.00 under Singapore’s 

National Cybersecurity Research and Development Program.  

7. Automatic labeling of malicious behavior using machine learning (October 2018 – October 

2019): co-Principal Investigator, Project funding of S$279,500.00 from Huawei International 

Pte Ltd. 

8. Intelligent and non-instrusive monitoring of Android devices for protection against data-

infringing malware (July 2018 – Dec 2020). co-Principal Investigator, Project funding of 

$206,736.00 from AI Singapore. 

9. Building next-generation secure environments on smartphones for critical mobile applications 

(Award #: NRF2016NCR-NCR002-022, October 2017 – Sept 2019): Principal Investigator. 

Project funding of S$879,886.08 under Singapore’s National Cybersecurity Research and 

Development Program.  

10. COMMANDO-HUMANS - COMputational Modelling and Automatic Non-intrusive 

Detection Of HUMan behAviour based iNSecurity (Award #: NRF2015NCR-NCR003-002, 

April 2016 – May 2018): Lead Principal Investigator. Project funding of S$416,021 under 

Singapore’s National Cybersecurity Research and Development Program.  

11. Secure Mobile Centre – Technologies and Solutions for Securing Mobile Computing (Award 

#: NRF2014NCR-NCR001-012, February 2015- February 2019): Lead Principal Investigator. 

Project funding of S$6,415,200 under Singapore’s National Cybersecurity Research and 

Development Program.  

12. Advanced Defense Techniques for Mobile Systems and Future Networks (June 2015- June 

2016): Lead Principal Investigator. Project funding of S$729,196 from Huawei Technologies 

Co. Ltd.  

13. Multidimensional context awareness security techniques (December 2013- December 2014): 

Principal Investigator. Project funding of S$156,000.00 from Huawei Technologies Co. Ltd.  

14. Techniques and Systems for Securing Scalable Multimedia Content Dissemination (SERC 

Grant #: 1021010027, August 2010-July 2013): Principal Investigator. Project funding of 

S$504,480 under A*STAR SERC Public Sector R&D Funding Scheme. The Use of Mobile 

Devices in RFID-based Supply Chain Management (September 2009- September 2010): 

Principal Investigator. Project funding of S$20,108 from Nokia Research Center, Beijing, 

China.  

15. Security Framework for EPCglobal Network (SERC Grant #: 082 1010022, August 2008-July 

2011): Co-Principal Investigator. Project funding of S$479,700 under A*STAR SERC Public 

Sector R&D Funding Scheme.  

16. Security Architecture and Techniques for Communications, Control and Management of 

Energy Distribution Systems (SERC Grant #: 0721330047, March 2008-February 2011). Co-

Principal Investigator. Project funding of S$470,425 under A*STAR SERC Intelligent Energy 

Distribution Systems (IEDS) Thematic Research Grant.  

17. TeleOph – A Secure Tele-ophthalmology System (TEC Reference No. P00619/1332, August 

2007- August 2008):  University Project Manager. Project funding of S$329,600 by TEC (The 

Enterprise Challenge Program in the Prime Minister’s Office).  
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8   Keynotes, Invited Talks and Panel Discussions 

1. Keynote, “Privacy preserving service discovery in wireless communications”, The 4th 

International Conference on Ubiquitous Security (UbiSec 2024), 29-31 December 2024, 

Changsha, China.  

2. Keynote, “Private service discovery and intelligent batch authentication in IoT networks”, 

Cyber Security and Trustworthy Systems Researchers Meet, 11-12 November 2024, 

University of New South Wales, Sydney. 

3. Keynote, “Post-quantum cryptography – research and migration”, The 2nd International 

Conference on Data Security and Privacy Protection (DSPP 2024), 25-28 October 2024, 

Xi’an, China. 

4. Keynote, “Toward practical client-side encryption in cloud computing”, The 19th ACM ASIA 

Conference on Computer and Communications Security (ASIACCS 2024), 1-5 July 2024, 

Singapore. 

5. Keynote, “TEE-assisted crypto systems – towards designing practical data security 

solutions”, 25th International Conference on Information and Communications Security 

(ICICS 2023), 18-20 November 2023, Tianjin, China. 

6. Keynote, “Towards practical multiuser searchable encryption”, The 2nd International 

Workshop on Cyber Security (CSW 2023), 13-15 October 2023, Hangzhou, China 

7. Keynote, “Hardware-assisted data security & privacy solutions”, 19th EAI International 

Conference on Security and Privacy in Communications Networks (SecureComm 2023), 19-

20 October 2023, Hong Kong. 

8. Keynote, “Data security & privacy protection in IoT MGC systems”, The 9th ACM Cyber-

Physical System Security Workshop (CPSS 2023), Melbourne, VIC, Australia, July 10-14, 

2023. 

9. Keynote, “Efficiently deployable and efficiently searchable encryption – applications, 

attacks, and countermeasures”, the 16th International Conference on Network and System 

Security (NSS 2022), Denarau Island, Fiji, 9-12 December 2022. 

10. Keynote, “Efficiently deployable and efficiently searchable encryption – applications, attacks, 

and countermeasures”, Information Security Conference (ISC 2022), Bali, Indonesia, 18-22 

December 2022. 

11. Keynote, “Protecting cloud data security and privacy through encryption”, the 17th 

International Conference on Information Security Practice and Experience (ISPEC 2022), 

Taipei, Taiwan, 23-25 November 2022. 

12. Keynote, “Achieving cloud data security and privacy in zero trust environments”, 2022 IEEE 

Cybermatics Congress, Espoo, Finland, 22-25 August 2022. 

13. Keynote, “AI security threats, compliance, and standards”, Industrial Forum of Artificial 

Intelligence-Driven Future, Global Digital Economy Conference 2022（2022全球数字经济

大会）28 – 30 July 2022, Beijing, China. 

14. Keynote, “Secure cloud data storage for enterprise users – from cryptographic research to 

system design”, EAI International Conference on Applied Cryptography in Computer and 

Communications (AC3 2021), 15-16 May 2021, Xiamen, China.  

15. Keynote, “Privacy-preserving deep packet inspection on TLS traffic”, the 14th International 

Conference on Network and System Security, 25-27 November 2020, Melbourne, Australia.  

16. Keynote, “Towards leakage resilient user authentication”,  the 21st International Conference 

on 

17. Information and Communications Security, 15-17 December 2019, Beijing, China 
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18. Keynote, “When seeing is not believing – defeating spoofing attacks in face authentication in 

mobile platforms”, the 15th International Conference on Information Security and 

Cryptology, 6-8 December 2019, Nanjing, China. 

19. Invited talk, “Finding implementation flaws in password and OTP authentication code in 

Android apps”, 2019 Huawei Forum on Future Security, 25 November 2019, Kuala Lumpur, 

Malaysia.  

20. Keynote, “Long road towards secure and usable password authentication”, the 2019 IEEE 

Conference on Dependable and Secure Computing, 18-20 November 2019, Hangzhou, China. 

21. Keynote, “Secure sharing and computation of encrypted data in untrusted servers”, Cyber 

Security Summer School 2019, Data61/CSIRO and Defence Science and Technology Group, 

21-22 March 2019, Adelaide, Australia. 

22. Keynote, “Protecting data security and privacy in untrusted servers”, the 14th International 

Conference on Information Security and Cryptology (Inscrypt 2018), 14-16 December 2018, 

Fuzhou, China. 

23. Keynote, “New cryptographic techniques for data security and privacy protection in the 

cloud”, Huawei Connect, 10-12 October 2018, Shanghai, China 

24. Keynote, “A user centric and layered approach to mobile security”, the 14th International 

Conference on Information Security Practice and Experience (ISPEC 2018), 25-27 September 

2018, Tokyo, Japan 

25. Invited talk, “End-to-end secure mobile computing in the Internet of Things”, the 23rd 

European Symposium on Research in Computer Security (ESORICS 2018), 3-7 September 

2018, Barcelona, Spain 

26. Keynote, “A user centric approach to secure mobile systems and applications”, the 14th EAI 

International Conference on Security and Privacy in Communication Networks (SecureComm 

2018), 8-10 August 2018, Singapore 

27. Keynote, “Strengthening the weakest links in IoT security”, the 23rd Australasian Conference 

on Information Security and Privacy (ACISP 2018), 11-13 July 2018, Wollongong, Australia. 

28. Keynote, “Present and future challenges in IoT security”, ACM SIGSAC China Symposium, 

ACM Turing Celebration Conference (ACM TURC 2018), 19-20 May 2018, Shanghai, China. 

29. Invited Talk, “Present and future challenges in IoT Security”, Huawei Strategy and 

Technology Workshop, 15-16 May 2018, Shenzhen, China 

30. Invited Talk, “Bitcoin, blockchain and smart contract”, IT Development Talk to Supreme 

Court Judges, 6 March 2018, Singapore. 

31. Keynote, “Privacy-preserving access control and computations of encrypted data in the 

cloud”, The 10th International Conference on Security, Privacy and Anonymity in 

Computation, Communication and Storage (SpaCCS 2017), 12-15 Dec 2017, Guangzhou, 

China. 

32. Invited talk, “A layered approach to secure mobile computing”, Cyber Week 2017 – Academic 

Track, 25-29 June 2017, Tel Aviv, Israel.  

33. Keynote, “Performance and cryptographic key management for mobile users in secure cloud 

storage systems”, the 3rd International Symposium on Mobile Security (MSEC 2016), 9 

December, Seoul, Korea. 

34. Keynote, “Achieving end-to-end security in mobile computing”, The 21st ACM Symposium 

on Access Control Models and Technologies, 6-8 June, 2016, Shanghai, China 

35. Keynote, “Attribute-based encryption for access control of encrypted data in the cloud”, the 

4th International Workshop on Security and Forensics in Cyber Space (SFCS 2016), in 



                                                                               

47 

 

conjunction with the 17th International Conference on Distributed Computing and 

Networking (ICDCN 2016), 4-6 January 2016, Singapore 

36. Invited speech, “Achieving data security & privacy in untrusted servers”, Fudan Science and 

Innovation Forum, 17th-18th December, 2015, Shanghai, China. 

37. Keynote. Flexible and scalable search and sharing of encrypted data in the cloud, the 7th 

International Conference on Trusted Systems (Intrust2015), 7th-8th December, 2015, Beijing. 

38. Keynote. Efficient and privacy-preserved sharing of encrypted data in the cloud”, the The 

14th IEEE International Conference on Trust, Security and Privacy in Computing and 

Communications (IEEE Trustcom’15), 20-22 August, 2015. Helsinki, Finland. 

39. Invited talk “Secure Mobile Centre at Singapore Management University”, Financial 

Services Information Security Forum, Association of Banks in Singapore, 3 August 2015 

40. Distinguished Lecture. Protecting security and privacy of outsourced data in the cloud”, The 

Croucher Foundation Advanced Study Institute – Information Security and Privacy in Social 

Networks and Cloud Computing, 2-4 December 2014, Hong Kong. 

41. Keynote speech, “Scalable access control & sharing of encrypted data in the cloud”, 

International Conference on Cloud Computing Research and Innovation, 27-28 October 

2014, Singapore. 

42. Invited talk, “Towards scalable and secure sharing of encrypted data in the cloud”, 

Governmentware 2014, 23-25 September 2014, Singapore. 

43. Invited talk. Towards secure and usable user authentication in e-banking and e-payment”, 

2014 Huawei Strategy and Technology Workshop, 13-15 May 2014, Shenzhen, China. 

44. Keynote speech. RFID security & privacy –recent developments & challenges”, The 2013 

Workshop on RFID and IoT Security (RFIDsec’13 Asia), 27 November 2013, Guangzhou, 

China. 

45. Invited Tutorial. Robert H. Deng, “Flexible access control of encrypted data in the cloud”, 

The 6th International Conference on Pairing-Based Cryptography (Pairing 2013), 22-24 

November, 2013, Beijing, China. 

46. Keynote speech. Secure access to outsourced data”, The 2013 International Workshop on 

Security in Cloud Computing, Co-located with AsiaCCS2013, May 8, 2013, Hangzhou, 

China. 

47. Keynote speech. Access control of encrypted data in untrusted servers”,  the The 4th 

International Symposium on Cyberspace Safety and Security (CSS 2012), 12-13 December 

2012, Melbourne, Australia. 

48. Invited Talk. Robert H. Deng, “On limitations of designing leakage-resilient password 

systems”, Coding and Cryptography Research Group Seminar, Nanyang Technological 

University, 25th November 2011. 

49. Invited Talk. Robert H. Deng and Yingjiu Li, “RFID security and privacy at both physical 

and system levels”,  Internet of Things –Global Standards Initiative (IoT-GSI) Meeting, 

International Telecommunications Union (ITU), 22-26 August 2011, Geneva, Switzerland. 

50. Invited Talk. R. H. Deng, “Some recent development in RFID privacy models”, French-

German-Singaporean Workshop on Applied Cryptography, Jointly organized by NTU, 

German Academic Exchange Service DAAD, the Embassies of France and Germany, 2 & 3 

December 2010. 

51. Keynote Speech. Detecting node clones in wireless sensor networks”, The 6th International 

ICST Conference on Security and Privacy in Communication Networks (SecureComm 2010), 

7-9 September 2010, Singapore. 
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52. Keynote Speech. RFID privacy models and a minimal condition”, The 5th China International 

Conference on Information Security and Cryptology (INSCRYPT 2009), 12-15 December 

2009, Beijing, China. 

53. Keynote Speech. Scalable end-to-end multimedia content authentication techniques”, The 

2009 International Conference on Multimedia Information Networking and Security (MINES 

2009), 18-20 November 2009, Wuhan, China. 

54. Keynote Speech. The future of password”, The 19th Cryptology and Information Security 

Conference, Taipei, Taiwan, 4th -5th June 2009. 

55. Invited Talk. R. H. Deng, “Innovative and practical applications of cryptography”, School of 

Computer Science and Technology, Xidian University, Xi’an, China, 14th April 2009. 

56. Invited Talk. R. H. Deng, “Achieving strong user authentication using weak secret”, 

Information Security Seminar for Mindef/DSTA, organized by ST Electronics (Info-Security), 

29th August 2008. 

57. Keynote Speech. Scalable authentication techniques compatible with modern multimedia 

coding standards”,  The Fourth Information Security Practice and Experience Conference 

(ISPEC2008), 21st-23rd April 2008, Sydney, Australia. 

58. Invited Lecture. R. H. Deng, “Innovative applications of trusted computing platform”, The 

First Asia-Pacific Summer School on Trusted Infrastructure Technologies, 20th – 24th August 

2007, Zhuhai, China 

59. Invited lecture. R. H. Deng, “Techniques for trusted electronic transactions”, 2007 Information 

Security Summer School, Taiwan Information Security Center, 6th – 16th August 2007, Taipei, 

Taiwan. 

60. Keynote Speech. Towards efficient and novel security solutions - a marriage of crypto and 

trusted computing platform”,  The 3rd Information Security Practice and Experience 

Conference (ISPEC2007), 7th-9th May, 2007, Hong Kong, China. 

61. Invited Talk. R. H. Deng, “Cryptography and Innovative Applications”, 7th March 2007, 

College of Computer Science and Technology, Wuhan University, China. 

62. Plenary Lecture. R. H. Deng, “Towards practical private information retrieval”, The 1st 

International Conference on Information Security and Computer Forensics (ISCF’06), 6th-8th 

December 2006, Chennai, India.  

63. Invited Speech. R. H. Deng, “Recent advances in privacy protection in database applications”, 

The 2nd National Conference on Cryptology (NCC’06), 28th-29th November 2006, Kuala 

Lumpur, Malaysia. 

64. Keynote speech. R. H. Deng, “Inference control and private information retrieval – two sides 

of one tapestry”, The 4th International Conference on Applied Cryptography and Network 

Security (ACNS’06), 6th-9th June, 2006, Singapore. 

65. Invited Talk. New developments in security systems and cryptographic applications”, The 

Croucher Foundation Advanced Study Institute – Cryptography and Wireless Security, 11th-

16th December 2004, City University of Hong Kong. 

66. Invited Talk. R. H. Deng, “Cryptographic approach to modern multimedia content security”, 

19th October 2004, Department of Computer Science and Engineering, Shanghai Jiaotong 

University, China. 

67. Invited talk. R. H. Deng, “Privacy enhanced super-distribution of multimedia content”, The 

7th Sept., 2004, CyLab Seminar, Carnegie Melon University, USA. 

68. Invited talk. R. H. Deng, “Challenges in securing mobile IP”, Workshop on Mobile, Wireless 

and Sensor Networks: Technology and Future Directions, sponsored by BSIG, Cisco Systems, 
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IBM, IEEE, NUS, and Pearson,, 5th-6th March 2004. 

69. Invited talk. R. H. Deng, “Securing JPEG2000 – the next generation image compression 

standard”, Workshop on Advanced Developments in Software and Systems Security, sponsored 

by UC Berkeley, Academia Sinica, National Chiao Tung University, IEEE Taipei Section and 

the Chinese Cryptology and Information Security Association, 5th-7th December 2003, Taipei, 

Taiwan. 

70. Invited speaker. R. H. Deng, “Security challenges in ubiquitous computing”, Annual Meeting 

of the Korea Institute for Information Security and Cryptology, 21st February 2003, Pohang, 

Korea. 

71. Invited talk. R. H. Deng, “Defending against redirect attacks in mobile IP”, Mathematics 

Department and Temasek Labs joint seminar on Coding/Crypto/Combinatorics, 16th October 

2002, National University of Singapore. 

72. Invited talk. R. H. Deng, “Enabling information security technologies”, organized by 

Bioinformatics Institute, Singapore, 4th October 2002. 

73. Invited keynote and panel discussion. R. H. Deng, Bao Feng, and Karen Worstell, “What's 

over the horizon? New technologies to watch”, The 43rd International Information Integrity 

Institute Forum, 11th-13th June 2001, Berlin, German. 

74. Invited talk. R. H. Deng, “Overview of internet security issues and technologies“, Workshop 

on Internet Security and e-Commerce, organized by Shanghai City Information Technology 

Office and Computer Center, 14th December 2000, Shanghai, China. 

75. Panel discussion. R. H. Deng, Panel discussion at Removing the Barriers to e-Business - Net 

Present Value of Security: CEO Luncheon Briefing, organized by AtomicTangerine and 

Forbes, 11th October 2000, Gibson Hall, London. 

76. Invited talk. R. H. Deng, “Virtual private network standards and technologies”, Secure e-

Business Internet Infrastructure Symposium, organized by the Chinese Academy of Sciences 

and Internet Appliance, Inc, 12th September 2000, Beijing, China. 

77. Invited talk. R. H. Deng, “Virtual private networks in remote access”, Mobile/Remote Access 

Network and Platform Challenges: Extending the Boundaries of Business Conference, 22nd-

24th March 2000, New Orleans, Louisiana. 

78. Invited talk. R. H. Deng, “Information security R&D at Kent Ridge Digital Labs”, The 6th 

ACM Conference on Computer and Communications Security, 2nd-4th November 1999, 

Singapore. 

9   Graduated PhD Students 

• Yang Yanjiang, “Ensuring data security and individual privacy in health care systems”, PhD 

Thesis, NUS, 2006 

• Wan Zhiguo, “Authentication and key establishment in wireless networks”, PhD Thesis, NUS, 

2006 

• Zhu Bo, “Security and privacy for large ad-hoc networks”, PhD Thesis, NUS, 2006 

• Yan Qiang, “Towards secure and usable leakage-resilient password entry”, PhD Thesis, SMU, 

2013. 

• Cheng Yueqiang, “Virtualization-based system hardening against untrusted kernels”, PhD 

Thesis, SMU, 2013. 

• Cai Shaoying (co-advisor), “Security and privacy in RFID-enabled supply chains”, PhD 

Thesis, SMU, 2015. 

• Lo Swee Won, “Towards secure online distribution of multimedia codestreams”, PhD Thesis, 
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SMU, 2015. 

• Kywe Su Mon (co-advisor), “Techniques for identifying mobile platform vulnerabilities and 

detecting policy-violating applications”, SMU, 2016. 

• Xu Ke, “Advanced malware detection for Android platform”, PhD Thesis, SMU, 2018. 

• Ma Siqi, “Automatic vulnerability detection and repair”, PhD Thesis, SMU, 2018. 

• Liu Ximing (co-advisor), “When keystroke meets password: attacks and defenses”, SMU, 

2019. 

• Tang Xiaoxiao (co-advisor), “Sensitive behavior analysis of Android applications on unrooted 

devices in the wild”, SMU, 2019. 

• Wu Daoyuan (co-advisor), “On-the-fly Android static analysis with applications in 

vulnerability discovery”, SMU, 2019. 

• Hong Jiaqi (co-advisor), “A virtualization-based system infrastructure for dynamic program 

analysis”, PhD Thesis, SMU, 2020. 

• Xu Jiayun, “Machine learning based approaches towards robust Android malware detection”, 

PhD Thesis, SMU, 2021. 

10   Postdoctoral Fellows Supervised 

• Chu Cheng-Kang, Cui Hui, Ding Wenxiu, Hao Meng, Hung Xinyi, Lai Junzhuo, Li Feng, Li 

Ming, Li Xiaoguo, Liu Ximeng, Ma Changshe, Ma Jinhua, Ning Jianting, Qin Baodong, Shi 

Jie, Sun Jianfei, Wang Shuhong, Wan Zhiguo, Wei Zhuo, Weng Jian, Wu Pengfei, Xu 

Guowen, Xu Shengmin, Yang Yanjiang, Yang Yang, Yao Lisha, Zhang Yinghui, Zhao 

Bowen, Zhao Yunlei, Zhu Wentao. 


